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step 1 'source only?"' -> STANDARD (1-99) -> close to DESTINATION, out
"protocol/port?' -> EXTENDED (100-199) -> close to SOURCE, in

step 2 one line per rule, specific before general

step 3 permit ip any any (unless the requirement is 'block everything else')

step 4 interface + ip access-group <n> in|out

step 5 verify: show access-lists (counters) - show ip interface <if> (direction)

ports: ftp 21 - ssh 22 - telnet 23 - smtp 25 : dns 53 (udp) - dhcp 67/68 (udp) - http 80 -
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access-list 1 permit 10.0.0.0 0.255.255.255

ip nat inside source list 1 interface g0/0/0 overload

interface go/0/1 -> ip nat inside
interface go/0/0 -> ip nat outside

show ip nat translations : show ip nat statistics (Interfaces!)
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